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Abstract—With the explosive growth of the internet of things
(IoT) devices, there are amount of data requirements and
computing tasks. Fog computing network that could provide
computing, caching and communication resources closer to IoT
devices (ID) is considered as a potential solution to deal with
the vast computing tasks. To improve the performance of the
fog computing network while ensuring data security, blockchain
technology is enabled and a location-based reliable sharding
(LRS) algorithm is proposed, which jointly considers the optimal
number of shards, the geographical location of fog nodes (FNs),
and the number of nodes in each shard. Firstly, the reliable
sharding result is based on the reputation values of FNs, which
are related to the decision information and historical reputation
value of FNs in the consensus process. Moreover, a reputation
based PBFT consensus algorithm is adopted to accelerate the
consensus process. Furthermore, the normalized entropy is used
to estimate the proportion of malicious nodes and optimize
the number of shards. Finally, simulation results show the
effectiveness of the proposed scheme.

Index Terms—Blockchain, sharding, fog computing network,
internet of things

I. INTRODUCTION

With the rapid growth of the internet of things (IoT)
device, the expansion of IoT applications will create amount
of computing tasks, resulting in decreasing of the Quality
of Service (QoS) in the network. Fog computing networks
could provide closer computing, caching and communication
resources to IoT devices (IDs) to reduce transmission latency

This work is supported by the National Natural Science Foundation
of China (NSFC) (61831002), and Innovation Project of the Common
KeyTechnology of Chongqing Science and Technology Industry (Grant
no.cstc2018jcyjAX0383).

and release the stress on the cloud. Generally, Fog nodes (FNs)
are randomly distributed in an unsupervised environment,
which leads to user privacy and data security issues during
the task offloading process.

Blockchain technology, as the core technology behind Bit-
coin, has been gained widespread public attention in the aca-
demic and industrial circle, due to it’s security and immutabil-
ity [1], [2]. It could be applied in fog computing networks to
ensure the user data security by relevant technologies, such as
hashing algorithm, asymmetric encryption, digital signature,
etc. Practical Byzantine Fault Tolerance (PBFT) algorithm is
a traditional consensus algorithm in blockchain, which could
provide 1/3 Byzantine fault-tolerant capability. However, due
to its scalability limitations, defined as the number of pro-
cessed transactions per second, the PBFT algorithm can not
be directly used in fog computing networks.

In [3], the authors proposed a blockchain-assistant fog
computing network, which adopted a resource authentication
mechanism based on Proof of Work (PoW). A reputation based
Byzantine fault tolerance (RBFT) algorithm was proposed in
[4], which combines the reputation model to evaluate the
decision of each node in the consensus process. In [5], the
authors introduced a blockchain-based FN clusters (FNCs)
scheme to ensure the network security. However, scalability
is an important performance indicator in blockchain networks
[6]–[8], and the network performance will be limited by
scalability limitations of blockchain.

In this paper, in order to improve the performance of
the fog computing network while ensuring data security, a
blockchain-enabled fog computing network is considered. A
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Fig. 1. Blockchain-enabled fog computing networks.

location-based reliable sharding (LRS) algorithm is proposed
to improve the throughput of the blockchain, which jointly
considers the optimal number of shards, the geographical
location of FNs, and the number of nodes in each shard.
The reliable sharding result is based on the reputation values
of FNs, which are related to the decision information and
historical reputation value of FNs in the consensus process.
Moreover, a reputation based PBFT consensus algorithm is
adopted to accelerate the consensus process. Furthermore,
the normalized entropy is used to estimate the proportion of
malicious nodes and optimize the number of shards. Finally,
simulation results demonstrate that the proposed algorithm can
obtain a considerable performance improvement in throughput
and latency by consensus process.

The rest of this paper is organized as follows. Section II
presents the system model, which contains the network model,
the reputation model, and the consensus model. In section
III, the LRS algorithm is proposed to optimize blockchain
throughput and improve network performance while ensuring
network security. Simulation results are presented and dis-
cussed in section IV. Finally, section V concludes the paper.

II. SYSTEM MODEL

A. Network Model

Consider a blockchain-enabled fog computing network,
which includes X IDs and N FNs. FNs could provide
computing, caching, communication resource for IDs, while
responsible for block generation and verification simultane-
ously. The latency-sensitive and computation-intensive tasks
generated by IDs could be offloaded to neighboring FNs.
The reputation values of FNs could be calculated by the
decisions in the consensus process and the historical reputation
of FNs. In addition, the reputation values of FNs are recorded
in the blockchain to select the primary node of each shard
and identify the potential malicious nodes. As shown in Fig.
1, there are four steps for offloading and recording of IDs
tasks, namely, task offloading decisions, sharding, primary
node selection and consensus process. The details of each step
are summarized as follows.

1) Task offloading decision: Firstly, task offloading deci-
sions are made by the QoS-aware resource allocation algorithm
proposed in [9]. Secondly, establish the connection between
IDs and associates, and offload the computing tasks to FNs. Fi-
nally, the task offloading process information will be recorded
in the blockchain by FNs.

2) Sharding: Firstly, the proportion of malicious nodes in
the network is calculated by the normalized entropy method.
Secondly, the optimal number of shards k is calculated ac-
cording to the proportion of malicious nodes. Then, FNs are
divided into k shards. Finally, dynamic adjust the FNs in
the shard to ensure all FNs evenly into each shard by LRS
algorithm.

3) Primary node election: Reputation based PBFT consen-
sus algorithm is adopted in shard. Selected each primary node
in each shard. FN with a higher reputation value, the higher
the probability of being selected as the primary node.

4) Consensus process: Each shard constructs a sub-chain
and the primary node in each shard is responsible for pack-
aging all unconfirmed transactions and broadcasting them in
the shard. Remaining FNs in the shard are replicas to verify
the broadcast transactions. After the consensus of each shard,
the primary nodes of each shard will add the blocks to the
sub-chain and upload the hash summary and the decision
information to the Primary Node Committee (PNC) for aggre-
gation, which is composed of the primary nodes of each shard.
Finally, the PNC will add the aggregated information and
FNs reputation values into the main-chain, and then identify
malicious nodes according to the updated reputation value.

B. Reputation Model

Reputation value indicates the trust degree of a FN. In
the consensus process, FNs could have following three kinds
of decisions: the correct decision, when FNs successfully
participate in the block generation process; the wrong decision,
when FNs fail to generate a block, or disagree with the
majority; the abstention decision, when FNs did not participate
in the consensus process. After the consensus process, the
number of each kind of decisions could be obtained. The
reputation value of FN n, θn ∈ [−1, 1], will be updated based
on the following formulas.

θn =


θ1a−θ2b−θ3c

a+b+c , correct decision;
−θ1a+θ2b−θ3c

a+b+c ,wrong decision;
−θ1a−θ2b+θ3c

a+b+c , abstention decision;
(1)

where a, b and c represent the number of correct, wrong and
abstention decisions, and the associated weights are θ1, θ2 and
θ3 respectively.

θ1 =
F (a)

F (a) + F (b) + F (c)
(2)

θ2 =
F (b)

F (a) + F (b) + F (c)
(3)

θ3 =
F (c)

F (a) + F (b) + F (c)
(4)

where, F (·) controls the scores sensitivity.
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Fig. 2. Reputation-based PBFT consensus process in blockchain-enabled fog
computing network.

Let Rn(t− 1) denote the reputation value of FN n at time
slot t−1, thus Rn(t) = Rn(t−1)+θn is the reputation value
of FN n at time slot t.

If the reputation value Rn(t) of FN n is lower than the given
threshold, then FN n is considered as the malicious node or the
node with poor performance. Therefore, FN n will be removed
by the network administrator, until it is repaired.

C. Consensus Model

As shown in Fig. 2, in the blockchain-enabled fog comput-
ing network FNs are divided into k shards, each shard pro-
cesses and verifies transactions parallelly. The reputation based
PBFT algorithm is adopted in each shard. The primary node
is responsible for packaging and broadcasting all unconfirmed
transactions in the shard, named the pre-preparation phase.

Replicas receive the pre-preparation information, verify the
authenticity of the data of the block, and send their verification
decisions to other replicas, named the preparation phase.
When a replica receives more than 2

3 of the total number of
preparation messages, it could proceed to the next phase.

If most of the preparation messages are received by the
replicas indicates that the primary node has packaged the
block correctly. Then it will broadcasts its decision to other
replicas in the shard, named the commit phase. Otherwise, the
primary node will be changed. Finally, when replicas receive
more than 2

3 of the commit messages, which indicates that
the block can be recorded and the internal shard consensus is
successful. Then, the primary node will add the block to the
sub-chain, upload the hash summary of the consensus result
and the decision information to the PNC.

The PNC consists of the primary nodes of each shard, which
is responsible for aggregating the hash summary of consensus
results in each shard and calculating the reputation value of
FNs. After receiving the consensus results and decisions of
all shards, PNC will aggregate them and update the reputation
values of FNs at the same time. Then PNC will record the
reputation values of FNs into the main-chain and publish it

to the network. In addition, if the primary node in a shard
is changed, the previous primary node is considered as a
malicious node, and its reputation value will be set to 0. If the
reputation value of a FN is lower than the given reputation
threshold, the node is considered as a malicious node or a
node with poor performance.

III. LOCATION-BASED RELIABLE SHARDING
OPTIMIZATION ALGORITHM

A. Proportion of malicious nodes
Honesty FNs will tend to promote correct consensus and

resist malicious consensus, but they may fail to participate in
the consensus due to a lack of computing resources or external
factors. Based on behaviors of FNs, FNs are divided into three
categories, namely, ζn = {1, 0,−1}, which indicate that FN n
made correct decisions, wrong decisions and abstention (did
not participate in the decision of this round), respectively.

Moreover, malicious FNs tend to promote the malicious
consensus and resist the correct consensus, which will make
wrong or abstention decisions. Based on behaviors of mali-
cious FN n′, FN n′ are divided into two categories, namely,
ζn′ = {0,−1}, which refers to wrong or abstention decision,
respectively.

After the consensus process in the shard, the primary node
will aggregate the decision information of FNs in the prepa-
ration phase and the commit phase. For FN n, the validation
decision in the preparation phase or the execution decision in
the commit phase can be expressed as:

ϑn =

 1, correct decision;
0,wrong decision;
−1, abstention decision;

(5)

Based on decisions of FNs in shard i, the decision matrix
at the preparation phase, the execution matrix at the commit
phase, prei, comi, are given respectively:

prei = [ϑ1, ϑ2, ..., ϑsum], comi = [ϑ1, ϑ2, ..., ϑsum] (6)

The FNs that make correct decisions in both the preparation
phase and the commit phase are regarded as honesty nodes.
While the FNs that make wrong decisions or did not participate
in the decision-making phase, are regarded as malicious nodes.
The number of two types of nodes in shard i is recorded as αi

and βi respectively. Therefore, the number of honesty nodes
A and the number of malicious nodes B in the network can
be expressed as:

A =
k∑

i=1

αi, B =
k∑

i=1

βi (7)

Let ϕi = A
Ni

and ψi = B
Ni

be the total proportion
of the correct consensus and the wrong consensus in shard
i, respectively, where Ni represents the number of FNs in
shard i. Normalized entropy are used to represent inconsistent
parameters in the network, which are defined as follows:

H =
1

k
(

k∑
i=1

−ϕi log2(ϕi)− ψi log2(ψi)) (8)
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Based on the proportion of consensus decisions of each
shard, the inconsistencies of each shard are similar [10].
Assume the proportion of malicious nodes in the network is
p, which can be calculated by normalized entropy:

H = −p log2(p)− (1− p) log2((1− p)) (9)
p = min(p, 1− p) (10)

B. Optimal number of shards

We assume the worst-case scenario, where all malicious
nodes are assigned to one shard. Therefore, as long as this
shard can work properly, the entire network can also work
properly. Assume the number of shard is k and the proportion
of malicious nodes p could be obtained by (10). The fault
tolerance of the traditional PBFT algorithm is 1

3 . Based on this,
assume the number of honesty nodes is Nh, and the number
of malicious nodes is Nm, the sharding process includes the
following two cases [10].

Cases 1: The primary node is an honesty node, the number
of honesty nodes in the decision-making process is Nh−1. To
ensure the consensus properly, the following inequality should
be satisfied: Nh − 1 ≥ 2Nm.

where, the sum of the number of honesty nodes and ma-
licious nodes is equal to the total number of nodes in the
shard, that is, Nh + Nm = N/k, while N represents the
number of FNs. The number of malicious nodes is calculated
by Nm = N × p. Thus, the number of shard in case 1 can be
calculated by k ≤ N

3N×p+1 .
Cases 2: The primary node is a malicious node, so the

number of honesty nodes in the decision-making process is
Nh, and the number of malicious nodes is Nm− 1. To ensure
that the shard works properly, the following inequality should
be satisfied: Nh ≥ 2Nm − 1.

Simultaneously, the number of shards in case 2 can be
calculated by k ≤ N

3N×p−1 . Combining the above two cases,
the optimal number of shards to ensure network security can
be obtained:

k =
N

3N × p+ 1
(11)

C. Location-based reliable sharding algorithm

We proposes the LRS algorithm to maximize blockchain
throughput while ensuring network security, which includes
following steps:

Step 1: The blockchain-enabled fog computing network
is divided into k shard by K-Means clustering algorithm.
Firstly, select k center points randomly in the coverage of FNs,
denoted as cen = (cen1, cen2, ..., cenk). Secondly, calculate
the Euclidean distance between FN n and k centers, and

define the objective function O = min
k∑

i=1

N∑
n=1

∥FN i
n−ceni∥2.

Finally, update the center until the objective function converges
to obtain the initial node set of shards.

Step 2: Calculate the number of nodes v in each shard,
where v = N/k. Then, adjust FNs based on their geographical
locations, so that they are equally distributed in each shard.

Therefore, the number of FNs in each shard is around v. The
details of the LRS algorithm is shown in Algorithm 1.

Algorithm 1 LRS Algorithm
1: Initialize: k, N and FNs information matrix FN =

{FN1, FN2, ..., FNN}, include the geographical location
and other information of FNs

2: Randomly select k initial center points cen =
(cen1, cen2, ..., cenk)

3: Update the center until the objective function O =

min
k∑

i=1

N∑
n=1

∥FN i
n − ceni∥2 converges

4: Calculate v = N/k
5: Adjust FNs in each shard, until FNs are equally distributed

into k shards

IV. SIMULATION RESULTS AND ANALYSIS

A. Simulation scenario and parameter setting

In this section, we verify the effectiveness of the pro-
posed algorithms by MATLAB software simulation. Consider
a blockchain-based fog computing network consisting of N
FNs and X IDs, which are randomly distributed over a
1500m× 1500m region. In the simulation, the channel model
L(d(n, n′)) = 140.7 + 36.7 ∗ log10 d(n, n′) based on 3GPP
LTE-Advance outdoor scene is used, where d(n, n′) represents
the distance between FN n and FN n′. The number of FNs
and malicious FNs is 40 and 6.

B. Simulation results

Fig. 3 shows the performance of the LRS algorithm in
blockchain-enabled fog computing networks proposed in this
paper. It can be seen from the result, the proposed LRS
algorithm can effectively identify and reduce the proportion
of malicious nodes. In addition, with the increases number of
shards the throughput of the blockchain is also increased. As
shown in fig. 3, with the increase of iterations, malicious nodes
in the network can be identified and removed. Therefore, after
several iterations, the proportion of honesty nodes gradually
increases, while the proportion of malicious nodes gradually
decreases. After 8 iterations, the proportion of malicious nodes
decreases from 0.325 to 0.025. As the proportion of malicious
nodes decreases, the number of shards increases from 1 to 10.

Fig. 4 shows the results of node division at two steps of the
LRS algorithm proposed in this paper. In the first step, FNs
are divided into k shard by K-Means clustering algorithm. In
the second step, FNs are evenly distributed to each shard by
adjusting the number of FNs of each shard. Fig. 4 (a) shows
the results of the LRS algorithm in the first step. The triangle
symbol is used to represent FNs, where colors are used to
distinguish the shard. Taking the data of the iteration 6 in Fig.
3 as reference (the number of shard is 3), the proposed LRS
algorithm is used to initially divide FNs into three shards. Fig.
4 (b) shows the results of the LRS algorithm in the second step.
By adjusting the FNs of each shard, FNs are evenly distributed
into each shard. On the one hand, it avoids too many nodes
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Fig. 4. Initial and final sharding results by the LRS algorithm.

assigned to one shard, resulting in high consensus latency. On
the other hand, it also avoids too few nodes allocated to one
shard, resulting in low security. It can be seen from the Fig.
4 (b), FN 26 and FN 21 are adjusted from shard 3 to shard 2.

In Fig. 5, we show the changes of probability of consen-
sus failure, minimum number of k, network throughput and
latency for different algorithms versus itraetions. Consider
three comparison algorithms [10]. Algorithm 1 is based on
the reputation value of FNs for sharding, and algorithm 2 is
based on the geographical location of FNs for sharding, which
are only consider single parameter. Algorithm 3 is the LRS
algorithm proposed in this paper.

Algorithm 1 assigns FNs without considering the geo-
graphic location of FNs, which increases the communication
latency and reduces the throughput. Algorithm 2 only con-
siders the geographic location of FNs resulting in few FNs
assigned to one shard and a high probability of consensus
failure. As shown in Fig. 5 (a) and (b), the performance of the
LRS algorithm proposed in this paper is greatly improved in
all aspects compared with the comparison algorithms.

V. CONCLUSION

To guarantee the security of the fog computing network,
the blockchain-enabled fog computing network model based
on sharding technology was proposed. The fog computing
network was divided into multiple parallel shards by sharding
technology, which reduces the blockchain consensus latency,
thus improving the throughput of the blockchain in the fog
computing network. The reputation of FNs was updated to
identify malicious nodes in the network. The normalized drop
method was used to calculate the proportion of the number
of malicious nodes in the network and calculate the optimal
number of shards. Then, the LRS algorithm was proposed,
which jointly considered the optimal number of shards, the
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Fig. 5. Performance comparison of three algorithms. (a) Probability of
consensus failure and minimum number of k versus iterations. (b) Network
throughput and latency versus iterations.

geographical location of FN, and the number of nodes in each
shard. This algorithm could optimize blockchain throughput
and improve network performance while ensuring network
security. Finally, simulation results demonstrated the effective-
ness of the proposed scheme.
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